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ALASKA ELECTRICAL HEALTH AND WELFARE FUND

PRIVACY POLICY AND PROCEDURES

I. STATEMENT OF PURPOSE

The HIPAA Privacy Rules require that the Alaska Electrical Health and Welfare
Fund (the Trust) use or disclose protected health information (“PHI”) only if it is for
Payment, Treatment or Health Care Operations, authorized by the affected Individual;
or otherwise permitted or required under the Privacy Rules. The Trust shall limit all
disclosures of PHI to the minimum necessary.

These Policies and Procedures are enacted to document the Trust’s compliance
with the requirements of the HIPAA Privacy Rules and to provide guidance for
handling issues which may arise under the HIPAA Privacy Rules. These Policies and
Procedures will be interpreted in accordance with the governing regulations and other
legal requirements.

II. DEFINITIONS

21  Capitalized terms not otherwise defined in this Policy shall have the
meanings given to them in the HIPAA privacy regulations, 45 CFR Parts 160 and 164.

2.2 “Designated Record Set” means:
A. A group of records maintained by or for a Covered Entity that is:

1. The medical records and billing records about Individuals
maintained by or for a covered health care provider;

2. The enrollment, payment, claims adjudication, and case or
medical management record systems maintained by or for a health plan; or

3. Used, in whole or in part, by or for the Covered Entity to
make decisions about Individuals.

B. For purposes of this definition, the term “record” means any item,
collection, or grouping of information that includes PHI and is maintained, collected,

used, or disseminated by or for a covered entity.

23  “Individual” means the person who is the subject of PHI.
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24  “Participant” means the employee or former employee participating in
the Trust or another Individual entitled to receive a separate notice under the Privacy
Rules.

25  “Plan Sponsor” means the Board of Trustees of the Alaska Electrical
Health and Welfare Fund as the entity which establishes or maintains the Trust and its
plans.

2.6 “Policy” means this Privacy Policy and Procedures.

2.7  “Privacy Contact Person” means the individual or office designated by
the Board of Trustees to receive complaints and inquiries and who can provide further
information about matters covered by the Privacy Notice.

28  “Privacy Official” means the individual designated by the Board of
Trustees to oversee compliance with the Privacy Rules and this Policy.

29  “Privacy Rules” means the privacy rules specified by the Administrative
Simplification provisions of the Health Insurance Portability and Accountability Act of
1996 (“HIPAA”) and detailed in 45 CFR Parts 160 and 164.

210 “Trust” means for purposes of this Policy the health plans maintained by
the Alaska Electrical Health and Welfare Fund.

211 “Trust Office” means the Trust’s administrative office.

212 “Summary Health Information” means information that may be
individually identifiable health information, and: (1) summarizes the claims history,
claims expenses, or type of claims experienced by Individuals for whom the Plan
Sponsor has provided health benefits under the Trust; and (2) from which the specific
identifiers described in 45 CFR § 164.514(b)(2)(i) have been deleted.

III. RESPONSIBILITY FOR OVERSEEING
COMPLIANCE WITH THE PRIVACY RULES

3.1  Responsibility of Board of Trustees. The Board of Trustees of the Trust is
the Plan Sponsor, plan administrator and named fiduciary of the Trust and is
responsible for overseeing the Trust’s compliance with the Privacy Rules. The Board of
Trustees’ oversight activities will be directed and coordinated by the named Privacy
Official who will work with the Trust’s other advisors.
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3.2  Training.

A. Trustees. All members of the Board of Trustees will receive training
regarding the Trust’s and their individual responsibilities under the Privacy Rules. A
written training package will be produced and distributed to all Trustees. The full
Board of Trustees will receive training before April 14, 2003, and thereafter every three
years or when a new Privacy Notice is issued to all participants. All Trustees appointed
after April 14, 2003 will receive a written training package and will meet with the
Administrator to receive training by no later than the second regularly scheduled
meeting following their appointment.

No Trustee will be allowed to receive PHI or participate in discussions where
PHI may be disclosed until training under the Privacy Rules is received. Records of the
training and the acknowledgements will be retained by the Privacy Official.

B.  Workforce Members. All workforce members of the Trust will receive training
regarding the Trust’s and their individual responsibilities under the Privacy Rules. All
workforce members will receive training before April 14, 2003, and annually thereafter.
All workforce members hired after April 14, 2003 will receive a written training package
and will meet with the Trust’s Privacy Official, or designee, prior to commencing their
duties. At the completion of each training session, each workforce member will be
required to sign an acknowledgement of the training received and his or her
responsibility under the Privacy Rules. The Privacy Official will retain the training
records of workforce members.

3.3  Enforcement. The Board of Trustees shall be responsible for enforcing the
Trust’s compliance with this Policy. If a violation of the Privacy Rules is discovered or
disclosed, the Trustees will take action to correct and/or mitigate the violation of the
Privacy Rules or this Policy. Sanctions may include termination of the Trust’s
relationship with a third party or Business Associate who violates the Privacy Rules or
this Policy or if that is not possible reporting the matter to the Secretary for DHHS.

Sanctions against a Trustee may include barring him from receiving any further
PHI or reporting the Trustee’s violations to the entity which appointed him.

Violations of the Trust’s privacy practices by a workforce member will result in
disciplinary actions up to and including termination of employment.

3.4  Privacy Official.

A.  Appointment. The Board of Trustees will designate a Privacy
Official to oversee compliance with this Policy. The Privacy Official is:
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Name: Renee Stangl

Address: Alaska Electrical Health & Welfare Fund
2600 Denali Street, Suite 200
Anchorage, AK 99503-2782

Telephone: (907) 276-1246

Toll Free: ~ (800) 478-1246

E-mail: rstangl@aetf.com

B. Responsibilities. The Privacy Official’s responsibilities shall include
the following:

1. Serving as the contact designated as such in the Privacy
Notice;

2. Receiving and answering questions and complaints related
to the Privacy Rules and this Policy;

3. Providing leadership in complying with regulations related
to the Trust’s obligations under the Privacy Rules;

4. Monitoring compliance with the Trust’'s record retention
requirements;

5. Serving as an internal and external liaison and resource
between the Trust and outside entities (including other advisors, oversight agencies and
other parties) in regard to the Trust’s Privacy Policies;

6. Reporting to the Board of Trustees about compliance issues
arising under the Privacy Rules, which by law or in the Privacy Official’s judgment
require immediate attention;

7. Reporting to the Board of Trustees on a semi-annual basis
about compliance with the Privacy Rules;

8. Ensuring that all documentation required by the Privacy
Rules is maintained pursuant to this Policy;

10.  Developing systems and processes to monitor Business
Associate contracts, including the return or destruction of PHI used, created, or
obtained by a Business Associate upon termination of the contract (or the extension of
protection if not returned or destroyed);
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11.  Developing systems and processes to ensure that the rights
of Individuals under the Privacy Rules are observed and properly documented;

12.  Other duties established by the Board of Trustees.

C. Semi-Annual Report. The Privacy Official shall report semi-annually
to the Board of Trustees and shall cover the following matters:

1. Provide a general review of the Plan’s Privacy Policy;

2. Suggest any recommended changes to the Policy or the
Trust’s procedures;

3. Identify generally the types of requests made under the

Privacy Rules by Individuals and the Trust’s response;

4. List any significant complaints made under the Privacy
Rules and their resolution;

5. Document compliance with the Trustee and workforce
training provisions of this Policy;

6. Comment on compliance by the Trust Office with the notice
and recordkeeping provisions of this Policy;

7. Address other matters requested by the Board of Trustees or
deemed material by the Privacy Official.

3.5  Privacy Contact Person. The Board of Trustees will also designate a
Privacy Contact Person who shall be identified in the Privacy Notice and be available to
receive inquiries and complaints about the Privacy Rules. The Privacy Contact Person
will serve as the backup Privacy Official in the event the Privacy Official is absent. The
Privacy Contact Person is:

Name: Robert Garcia

Address: Alaska Electrical Health & Welfare Fund
2600 Denali Street, Suite 200
Anchorage, AK 99503-2782

Telephone: (907) 276-1246

Toll Free:  (800) 478-1246

E-mail: rgarcia@aetf.com

-5- rev 4/19/2007



3.6  Facilitating Compliance. The Trustees recognize that compliance with the
Privacy Rules will require differing expertise, and direct the Trust professional advisers
to assist the Privacy Official in facilitating compliance.

IV. DISCLOSURE TO BOARD OF TRUSTEES [§ 164.504(f)]

41  Overview. The Trust will not disclose PHI to the Board of Trustees, as the
Plan Sponsor, except in the manner and for the purposes specifically permitted under
the Privacy Rules and this Policy. The Board of Trustees will certify before any
disclosure of PHI is made that the Trust documents have been amended to comply with
the Privacy Rules and that PHI will not be used for employment-related purposes.

4.2  Certification of Plan Amendments. The Board of Trustees certifies that it
has amended the Trust's plan documents to establish the permitted uses and
disclosures of PHI by the Board of Trustees. The certification and amendments are
attached as Appendix A.

4.3  Permitted Uses and Disclosures. The Board of Trustees as Plan Sponsor
shall use or disclose PHI only in the following situations:

A. Plan administration purposes performed by the Board of Trustees
on behalf of the Trust;

B. Enrollment and eligibility information;

C. Summary Health Information provided for purposes of obtaining

premium bids or setting or evaluating plan rates;

D. Summary Health Information provided for purposes of evaluating,
modifying or terminating benefits provided by the Trust;

E. PHI which an Individual authorizes the Board of Trustees to use or
disclose.

V. RIGHTS OF INDIVIDUALS
51  Overview and Summary of Individual Rights. This section identifies how
the Trust will administer the rights provided Individuals under the Privacy Rules.

Individuals have a right to:

A. Receive a paper copy of the Privacy Notice;
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B. Request restrictions on the use and disclosure of their PHI;
C. Request information be communicated in a confidential manner;

D. Request access to documents in the designated record set for
inspection and/or copying;

E. Request to amend documents in the designated record set that are
inaccurate or incomplete;

E. Request an accounting of disclosures of their PHI

5.2 Procedures For Communications To and From the Trust. Unless otherwise
specified, the following requirements will apply to communications to and from the
Trust related to the Privacy Rules.

A. Requests must be in writing and addressed to either the Privacy
Contact Person or the Privacy Official.

B. The Trust will respond within 60 days of receipt of a request. The
Trust may extend this time period by 30 days by notifying the Individual in writing
before the end of the 60-day period, specifying the reason(s) for the delay and the date
by which the Individual may expect to receive a decision on the request.

C. If a cost-based fee is charged to handle the request, the fee shall
include: a charge for labor based on the current hourly rate charged by the entity
providing the information for general administration services; postage; copying at the
rate charged by the administrative office; and other reasonable expenses.

D. Responses to Individuals or mass mailings will be sent by first-class
mail with the proof of mailing saved.

E. Records of requests made by Individuals shall be retained for seven
years pursuant to the Trust’s record retention policies detailed in Article IX.

5.3  Workforce Training [§ 164.520] The Privacy Notice will be reviewed with
all workforce members during their initial training and annually thereafter.

54  Privacy Notice [§ 164.520]
A. Development of Privacy Notice. The Trust’s Privacy Notice describes

how the Trust will use and disclose PHI and an Individual’s rights in regard to such
information. The current Privacy Notice is attached hereto as Appendix B.
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B. Distribution to Participants. For purposes of this section, the term
“Participant” includes the employee or former employee participating in the Trust and
an alternate recipient under a Qualified Medical Child Support Order. The Privacy
Notice will be provided to Participants at the following times:

1. To all existing Participants prior to April 14, 2003.

2. To all new Participants at the time of initial enrollment. (A
spouse who begins participating at a different time than the Participant will receive a
separate copy of the Privacy Notice.)

3. To existing Participants within 60 days of any material
revision to the Privacy Notice.

4. All current Participants will be notified at least once every
three years of the availability of the Privacy Notice, and provided with instructions on
how to obtain it. This information will be distributed annually with the Summary
Annual Report beginning with the report for the 2002 Plan Year.

C. Distribution to Others. In addition to all Participants, a copy of the
Privacy Notice will be provided to all Workforce Members, Trustees, and Business
Associates.

D. Revision of Privacy Notice. The Privacy Notice will be revised as
needed to reflect any changes to this Policy. Revisions to this Policy will not be
implemented prior to the effective date of the revised Privacy Notice. When revisions
are necessary, all current Participants, Workforce Members, Trustees, and Business
Associates will receive a copy of the revised Privacy Notice.

E. Web Site. The Privacy Notice will be prominently displayed and
available electronically on the Trust’s website at http://www.aetf.com.

E. Workforce Members. The Privacy Notice will be reviewed with all
workforce members during their initial training and annually thereafter.

5.5  Individual’s Request for Restrictions on Use and/or Disclosure of PHI
[§ 164.522].

A. Request for Restriction.  Individuals may request reasonable

restrictions on how the Trust uses and/or discloses their PHI for Treatment, Payment
and Health Care Operations.
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B. Review. Individual requests will be reviewed by the Trust’s Privacy
Official, or designee, for approval.

C. Approval of Request. When a request for restrictions is approved:

1. The Individual will receive notification of the approval and a
standardized statement of the effect of such a request;

2. The Privacy Official or designee will communicate the
request and its approval to the Business Associates and/or Covered Entities necessary
to implement the request;

3. A notation will be made in the Individual’s record(s);

4. The Trust will not use or disclose PHI inconsistent with the
agreed restriction;

5. The Individual will be informed that the Trust is not

required to comply with the agreed upon restriction(s) in emergency treatment
situations if the restricted PHI is needed for treatment;

6. The Trust may ask the Individual to modify or revoke the
restriction and get written agreement to the modification or revocation or document an
oral agreement, if the agreed upon restriction hampers treatment;

7. The use and/or disclosure of PHI of the Individual will be
consistent with any approved restrictions in effect on the date it is used or disclosed.

D. Denial of Request. If a request for restriction is denied, the
Individual will be given the opportunity to discuss his privacy concerns and, if desired
efforts will be made to assist the Individual in modifying the request for restrictions to
accommodate his concerns and obtain acceptance by the Trust.

E. Termination of a Restriction. The Trust may terminate its agreement
to a restriction, if:

1. The Individual agrees to or requests the termination and it is
documented in writing;

2. The Trust notifies the Individual that the agreement is being
terminated, effective for PHI created or received after the notice.
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5.6  Individual’s Request for Confidential Communications of PHI
[§ 164.522(b)].

A. Individuals may request in writing that the Trust communicate PHI
in a confidential manner. Requests should identify the reason for the request, the
specific method of communication or alternative location for communication, and how
the restriction is necessary to prevent a disclosure that could endanger the Individual.
The Trust will accommodate such a request if administratively feasible.

B. Written documentation of the Individual’s request will be placed in
the Individual’s records.

C. Requests will be evaluated on the basis of the administrative
difficulty in complying with the request and the Trust will accommodate such a
request if administratively feasible.

1. It is not administratively feasible for the Trust to communicate
confidentially only for a given condition, diagnosis, or treatment. All written
communications to an Individual granted confidential communications will be mailed
to the alternate address requested.

2. Use of an alternate address or method of communication will
not terminate unless requested in writing by the Individual.

5.7  Individual’s Request for Access to PHI for Inspection and/or Copying
[§ 164.524].

A. Requests For Access. Individuals have the right to inspect or obtain a
copy of their PHI in a Designated Record Set provided that the information does not
include psychotherapy notes, information compiled in reasonable anticipation of, or use
in, a civil, criminal, or administrative action or proceeding, or is otherwise exempt from
disclosure under applicable law.

1. A request for access must be in writing.
2. The request shall indicate the records desired and the
timeframe.

B. Response. A request for access to PHI will generally be acted upon
in accordance with the procedures in Section 5.2, except that if requested information is
maintained on site, the Trust will respond in 30 days rather than 60 days.

C. Approved Request. If a request for access is approved, the Individual

will be notified of the decision and may choose to inspect and/or copy the PHI in the
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form or format requested at a mutually agreeable place and time. At the Individual’s
request, the Trust will mail a copy of the requested PHI. The Trust will charge a
reasonable cost-based fee for copying PHI including labor and supplies (i.e., computer
disks, paper) and postage if applicable. In lieu of providing access, and if the
Individual agrees in advance, the Trust may provide a summary of the requested PHI
for an agreed upon additional charge. No fee will be charged, however, for retrieving
or handling the PHI or for processing the Individual’s access request.

D. Denial of Request. 1f a request is denied, the denial of a request for
access will be in accordance with the following procedures:

1. The Individual will be given a written statement that
includes: the reasons for denial; if applicable, an explanation of how the Individual can
have the decision reviewed; and a description of how to file a complaint with the Trust
and DHHS, including the title and telephone number of the Privacy Official.

2. If the denial is reviewable under the Privacy Rules
[§164.524(a)(3)] and the Individual requests such a review, the Trust will designate a
licensed health care professional, not involved in the original denial decision, to serve as
a reviewing official. Upon receipt of a review request, the Trust will promptly refer the
denial to the reviewing official for reevaluation. The Trust will provide a written notice
to the Individual of the reviewing official’s determination.

3. If the Trust denies access because it does not maintain the
PHI requested, but knows where the requested PHI is maintained, it will inform the
Individual where to direct the request.

E. Discretion to Decline Access. The Trust may decline access to a
personal representative of an Individual if it has a reasonable belief that the Individual
has been or could be subject to domestic violence, abuse or neglect and disclosure could
endanger the Individual or another person. The Trust may also decline to disclose PHI
to a personal representative if it determines it is not in the best interest of the Individual
to do so.

5.8 Individual’s Request to Amend PHI [§ 164.526].
A. Request. Individuals may request amendment of incorrect or

incomplete PHI in a Designated Record Set. The written request must include a reason
to support acceptance of the amendment.

B. Acceptance of Request. 1f a request for amendment is accepted, in

whole or in part, the Trust will identify the records that are the subject to the
amendment request and will append the amendment to the records. The Trust will
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inform the Individual that the request has been accepted and request the identification
of and permission to contact other individuals or health care entities that need to be
informed of the amendment. The Trust will make reasonable efforts to provide the
amendment within a reasonable time to the persons or entities identified by the
Individual as well as persons and Business Associates who the Trust knows have the
disputed PHI and may rely on it to the Individual’s detriment.

C. Denial of Request. A denial of a request for amendment of PHI will
be processed as follows:

1. A written notice will be provided to the Individual that
states the basis for denial, informs the Individual of the procedures for filing a
statement of disagreement and the right to have the request and the denial included
with any future release of the disputed PHI and includes a description of the procedure
to file a complaint with the Trust or DHHS.

2. If the Individual writes a statement of disagreement, the
Trust may write a rebuttal statement and provide a copy to the Individual. The Trust
shall include the request for amendment, the Trust’s denial of the request, the statement
of disagreement and the Trust’s rebuttal (if any) with any future disclosure of the PHI.

3. If the Individual does not write a statement of disagreement,
the Trust will not include the request for amendment and denial decision letter with
future disclosure of the disputed PHI, unless requested by the Individual.

D. Receipt of Request from other Covered Entities. If the Trust receives
notification from another Covered Entity that an Individual’s PHI has been amended,
the Trust will append the amendment to all applicable records of the Individual and
inform its Business Associates that may use or rely on the Individual’s PHI of the
amendment and the need to make the necessary corrections.

5.9 Individual’s Request for Accounting of Disclosures [§ 164.528].

A. Request. Individuals may make a written request for an accounting
of disclosure of their PHI.

B. Purposes for Which an Accounting is Not Provided. An accounting will
not be provided for disclosures which were made:

1. For purposes of Treatment, Payment or Health Care

Operations, including disclosures made for these purposes by any Business Associate of
the Trust;
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2. Pursuant to an authorization;

3. Incidental to another permissible use or disclosure;

4. To the Individual who is the subject of the information;

5. As part of a limited data set;

6. For national security or intelligence purposes;

7. To correctional institutions or law enforcement officials; or

8. Prior to April 14, 2003.

C. Fee. If the Individual requests more than one accounting within the

same 12-month period, the Trust may charge a reasonable, cost-based fee. The Trust

will inform the Individual of the fee in advance and provide an opportunity to modify
or withdraw the request.

D.  Accounting. The accounting for each disclosure shall include:
1. The date of the disclosure;
2. The entity or person receiving the disclosure and their

address (if known);
3. A brief description of the PHI disclosed;

4. Either a brief statement of the purpose of the disclosure, or a
copy of the written request for the disclosure from DHHS or from the appropriate
entity;

5. If an accounting includes multiple disclosures to the same
person/entity for a single purpose, the accounting will include only the frequency or
number of disclosures and the date of the last disclosure made during the accounting
period for all disclosures after the first disclosure.
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VI. DISCLOSURE OF PHI IN SPECIFIC SITUATIONS
6.1  Claim Appeals.

A. Overview. The Board of Trustees, or a committee appointed by the
Board of Trustees, is designated to hear claim appeals. The Trustees and advisors that
participate in the claim appeals will need to receive information about claim appeals to
handle them appropriately. Information used and distributed in the appeal procedures
will be subject to the requirements set forth below. In all circumstances, disclosures will
be subject to the minimum necessary requirements.

B. Persons Receiving Claim Appeal Documents. Appeal information will
be distributed to the following Individuals:

1. The claimant;
2. The claimant’s personal representative, if requested;
3. Trustees hearing the appeal who have affirmatively

indicated that they will attend the hearing;

4. Trust legal counsel;

5. A representative of the claims payer involved (if attending
the hearing and different than Trust Office);

6. A representative of the Trust Office;
7. The Trust consultant (if attending the hearing).
C. Method of Distribution. Documents will be mailed in envelopes

marked confidential. Material will not be e-mailed or faxed unless appropriate steps
have been taken by the recipient to ensure the confidentiality of such communications.

D. Protection of PHI. Cover sheets of the appeal packets will not list the claimant’s
name. Unless the claimant is appearing, the information provided by the Trust Office
will ordinarily exclude the “direct identifiers” listed in 45 CFR 164.514(e)(2) except for
any “direct identifiers” that may be necessary to resolve the appeal. The Trust Office
will also make reasonable efforts to limit the information provided to the minimum
necessary to resolve the appeal, in accordance with Part XI, Section 11.1 of this Policy.
Appeal Packets will be numbered with the recipient of each numbered packet
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identified. Packets will be returned after the conclusion of an appeal and destroyed.
Copies provided to Trust Legal Counsel, the Trust Office and where applicable the
claimant and his personal representative will not be destroyed.

E. Communication of Decision. Decisions on claim appeals will be
mailed to the claimant or his personal representative in an envelope marked
confidential.

6.2  Utilization, Case Management and Large Claim Reports. Ultilization, case
management, and large claim reports will be de-identified, unless there is a specific
need for disclosure of PHI, and such disclosure is consistent with the Policy and
applicable law.

6.3  Underwriting Information. Information necessary for underwriting
purposes, obtaining premium bids, or setting and evaluating rates and benefits will be
provided as Summary Health Information, unless plan administration purposes require
additional disclosure and such disclosure is consistent with this Policy and applicable
law.

6.4  Psychotherapy Notes.

A. Overview. Notwithstanding any other provision of this Policy, an
authorization will be required to use or disclose psychotherapy notes except in the
situations set forth below. For purposes of this Policy, psychotherapy notes refer to a
mental health professional’s notes in any medium which document or analyze the
contents of a counseling session and are separated from the rest of the Individual’s
medical records. Psychotherapy notes do not include medication, prescription and
monitoring, counseling session start and stop times, the modalities and frequencies of
treatment furnished, results of clinical tests and any summary diagnosis, functioning
status, the treatment plan, symptoms, prognosis and progress to date.

B. Exceptions to Authorization Requirements. The Trust will use or
disclose psychotherapy notes without an authorization only to:

1. Carry out Treatment, Payment or Health Care Operations
involving their use by the originator for treatment;

2. Defend itself against a legal proceeding brought by the
Individual; or

3. As required by law as set forth in 45 CFR § 164.512(a), §
164.512(d), § 164.512(g)(1) or § 164.512(j)(1)(i).
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VII. AUTHORIZATIONS [§ 164.508]

7.1 Overview. PHI will not be disclosed without an authorization unless such
disclosure is authorized by the Trust’s Privacy Notice or applicable law.

7.2 Permitted Disclosure Without an Authorization. PHI will be used or
disclosed without an authorization when:

A. Disclosing PHI to the Individual;

B. Disclosing information to a personal representative where
applicable law does not require an authorization;

C. Using or disclosing PHI for the Trust's Treatment, Payment or
Health Care Operations;

D. Disclosing PHI to a Health Care Provider for the Individual’s
Treatment;

E. Disclosing PHI to another Covered Entity or a Health Care
Provider for that entity’s Payment activities;

EF. Disclosing PHI to another Covered Entity for that entity’s Health
Care Operations if both entities have or had a relationship with the Individual whose
PHI is being requested, the PHI pertains to the current or former relationship, and the
purpose of the disclosure is for: (i) a Health Care Operations activity for which the
Privacy Rules state an authorization is not required; or (ii) detection of health care fraud
and abuse or compliance with health care fraud and abuse laws;

G. Disclosing information to another Covered Entity that participates
in an organized health care arrangement with the Trust;

H.  Using PHI to create information that is not individually identifiable
health information, or disclosing PHI to a Business Associate for such purpose, whether
or not the de-identified information is to be used by the Trust;

L. Disclosing PHI to a Business Associate, and allowing the Business
Associate to create or receive PHI on the Trust’s behalf, provided the Business Associate
provides satisfactory assurance that it will appropriately safeguard the information;

J. Disclosing PHI to a family member, other relative, or close personal

friend of the Individual, or any other person identified by the Individual, provided the
PHI is directly relevant to such person’s involvement with the Individual’s care or
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payment related to the Individual’s health care, and the requirements of 45 CFR
§ 164.510(b) are satisfied.

K. Otherwise using or disclosing PHI as specifically permitted by the
Privacy Rules.

7.3 De-Identified Information. Information that meets the standard and
implementation specifications for de-identification under 45 CFR § 164.514(a) and (b) is
considered not to be individually identifiable PHI, and the requirements of this Policy
shall not apply to such information. Notwithstanding the foregoing, disclosure of a
code or other means of record identification designed to enable de-identified
information to be re-identified constitutes disclosure of PHI.  If de-identified
information if re-identified, it may only be used or disclosed in accordance with this
Policy and the Privacy Rules.

74  Procedure. If an authorization is required under this Policy, the
Individual will be provided a copy and asked to sign it. Signing the authorization is
voluntary and the Individual may refuse to sign it. A copy of the signed authorization
shall be provided to the Individual. The Individual may revoke the authorization, in
writing, at any time. The Trust’s model authorization is attached as Appendix C. This
shall not prevent the Trust from accepting or creating other forms of written
authorization which meet the requirements of applicable law.

7.5  Revocation. The permissions granted in the authorization shall not be
acted upon if the authorization is revoked in writing or the authorized time period has
expired.

VIII. PERSONAL REPRESENTATIVES [§ 164.502(g)]

81  Owverview. A personal representative will be treated as the Individual for
purposes of the Privacy Rule.

8.2  Dependent Children

A. Dependents 18 or Older and Emancipated Minors. Unless disclosure is
otherwise permitted by this Policy or the Privacy Rules, the PHI of a dependent 18 or
older will not be disclosed without an authorization or appropriate documentation that
the requestor is otherwise the Individual’s personal representative such as in the case of
an incapacitated child. Emancipated minors will be treated as a dependent who is 18 or
older.
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B. Dependents Under 18 and Unemancipated Minors.

1. Overview. The Trust will treat the parent or legal guardian
of an unemancipated minor as the minor’s personal representative, unless otherwise
provided by the Privacy Rules. As such, a parent or legal guardian will be allowed
access to an unemancipated minor’s PHI without an authorization, except where a court
order or other written restriction recognized by the Privacy Rules exists which limits
disclosure to the requestor and has been provided to the Trust, or disclosure is limited
by state law. An Individual is considered an unemancipated minor if he is younger
than 18 and there is no court order of emancipation.

2. Limitations Under State Law. The law of the state where the
minor resides will control what PHI may be disclosed to a parent or legal guardian.
Issues involving minors living in states other then Alaska, Oregon and Washington will
be referred to Trust Legal Counsel.

(@)  Alaska. Alaska law limits disclosure of an
unemancipated minor’s PHI without an authorization in the following situations:

(i) The minor is of any age and has consented to
diagnosis, prevention, or treatment of pregnancy, or for diagnosis and treatment of
venereal disease;

(i)  The minor is 17 or older and receives treatment
or services related to an abortion.

(iii) The minor is of any age and consents to
medical and dental services because the parent or guardian cannot be contacted or, if

contacted, is unwilling either to grant or withhold consent.

(b)  Oregon.  Oregon law limits disclosure of an
unemancipated minor’s PHI without an authorization in the following situations:

(i) The minor is 15 or older and has obtained
medical or dental care;

(i) The minor is 14 or older and has obtained
outpatient treatment of a mental disorder or chemical dependency;

(iii) The minor is any age and has obtained
treatment of a sexually transmitted disease or birth control information or services; or

-13 - rev 4/19/2007



(iv) Any other disclosure limited by Oregon
statute, regulation or case law.

(c)  Washington. Washington law limits disclosure of an
unemancipated minor’s PHI without an authorization in the following situations:

(i) The minor is 14 or older and has obtained care
for a sexually transmitted disease;

(i)  The minor is 13 or older and has received
treatment for a mental disorder or chemical dependency;

(iii) The minor is of any age and has obtained birth
control information or services; or

(iv)  Any other disclosure limited by Washington
statute, regulation or case law.

8.3  Incapacitated or Incompetent Individuals. The Trust will recognize
personal representatives for incapacitated and incompetent Individuals pursuant to
applicable state law. Court orders or other documents which are the basis for the
personal representative status should be submitted with the authorization. Questions
concerning the sufficiency of the submitted documentation will be referred to Trust
Legal Counsel.

8.4  Deceased Individuals. The PHI of a deceased Individual will be disclosed
to an individual who has authority under applicable state law to act as the executor,
administrator or representative of the deceased Individual or his estate, provided that
the requested disclosure appears reasonably related to the requestor’s personal
representation. Questions concerning the requestor’s status as a personal representative
will be referred to Trust Legal Counsel.

8.5  Trust’s Right Not to Disclose. Notwithstanding the foregoing, the Trust
may refuse to recognize a person as a personal representative if the Trust has a
reasonable basis to believe: that the Individual has been or may be subject to domestic
violence, abuse or neglect by the personal representative, or that treating the requesting
person as a personal representative could endanger the Individual; and disclosure is not
in the Individual’s best interest.

8.6  Explanation of Benefits. Explanation of benefits (“EOB”) and benefit

payments are part of the Trust’s Payment operations, and as such may be sent to the
participant or custodial parent, on behalf of a dependent.
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IX. DOCUMENTATION

91  Overview. The Trust will be responsible for maintaining the records
required by the Privacy Rules except as otherwise provided in a Business Associate
Agreement. The Trust’s retention policies will be supervised by the Privacy Official.
Records will be kept for seven years from the later of the date of the record’s creation or
the date the record was last in effect.

9.2  Records Retained. The following records will be retained:

A.

B.

m

ST
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o 7z g ¢ =

T

Rules.

Signed authorization forms.

The Trust’s Privacy Notice and any subsequent revisions.
Business Associate Contracts.

Plan Document Amendments.

Board of Trustees certifications.

Requests for restrictions on uses/ disclosures of PHI.

Requests for confidential communications and responsive material.
Requests for accounting of disclosures and responsive material.
Requests for access and responsive material.

Requests for amendment of PHI and responsive material.
Appointments of Privacy Officials and Privacy Contact Persons.
The Trust’s Privacy Policy and any revisions.

Documentation of Trustee education.

Sanctions that have been applied related to privacy violations.
Complaints received from Individuals, including their disposition.

Communications with regulatory bodies concerning the Privacy
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Q. Other documents the Privacy Official or the Board of Trustees
request be maintained, or which are required to be maintained by the Privacy Rules.

X. BUSINESS ASSOCIATES [§ 164.504(c)]

10.1 Owverview. Each entity contracting with the Trust will be reviewed to
determine if it is another Covered Entity, a Business Associate, or neither. Business
Associates will be required to enter into a Business Associate Agreement, or an
amendment to an existing agreement, which provides satisfactory assurances that the
Business Associate will comply with the Privacy Rules and meets the requirements of
applicable law. A model Agreement is attached hereto as Appendix D, for reference,
but shall not be the mandatory form of agreement.

10.2 Negotiation of Agreements. Trust legal counsel shall be responsible for
negotiating Business Associate agreements on behalf of the Trust and providing copies
of such agreements to the Privacy Official.

10.3 Minimum Necessary. The Trust requires that a Business Associate
determine the minimum necessary amounts and type of PHI and represent to the Trust
that it has requested the minimum necessary for its purposes. The Trusts relies on the
professional judgment of Business Associates to determine the type and amount of PHI
necessary for their purposes.

10.4 Violations. Violations of the Privacy Rules by a Business Associate shall
be reported to the Privacy Official. The Privacy Official shall review the complaints and
determine if there is a reasonable basis for believing a violation has occurred. If there is
a reasonable basis for believing a violation has occurred, the Privacy Official shall
confer with Trust Legal Counsel and report the matter to the Board of Trustees with a
recommendation for any corrective action or mitigation. If correction or mitigation is
unsuccessful, the Board of Trustees shall determine whether termination of the
agreement is feasible. If not feasible, the Board of Trustees will report the Business
Associate’s violation to DHHS.

XI. MINIMUM NECESSARY [§ 164.514]

11.1  Overview. When using or disclosing PHI, or when requesting PHI from
another Covered Entity, the Trust, the Board of Trustees, its Business Associates and
entities participating in an organized health care arrangement with the Trust will make
reasonable efforts to limit PHI to the minimum necessary to accomplish the intended
purpose of the use, disclosure, or request.
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11.2 Exceptions. The minimum necessary standard does not apply to:

A. Disclosures or requests by a Health Care Provider for Treatment;

B. Uses or disclosures made to the Individual or his or her personal
representative;

C. Uses or disclosures made pursuant to an authorization;

D. Disclosures to the Secretary of DHHS pursuant to the Privacy
Rules; and

E. Uses or disclosures otherwise required by law.

11.3 Minimum Necessary Uses of PHI. The Trust Office has identified
workforce members, Business Associates, Trustees, etc., who need access to PHI
according to the categories of uses for payment or health care operations and has also
identified the type and minimum amount of PHI needed to administer the Plan. The
Trust has determined the circumstances under which individuals who perform plan
functions may use PHI. All individuals are required to use PHI in accordance with the
determination made by the Trust Office of the minimum amount necessary to
effectively administer the Plan. When an individual performs more than one function,
the types of PHI and conditions of access are dependent on the function that the
individual is performing. Newly hired workforce members are provided with
information regarding their access to PHI during their initial training.

114 Routine and Recurring Disclosures of PHI The Trust has identified
disclosures of PHI it makes on a routine and recurring basis and has determined the
minimum amounts of PHI necessary to achieve the purpose of these requests.

11.5 Routine and Recurring Requests for PHI. The Trust has identified
requests for PHI it makes on a routine and recurring basis and has determined the
minimum amount of PHI that is need to achieve the purpose of these requests.

11.6  Non-Routine Requests and Disclosures of PHI. Non-routine requests for
and non-routine disclosures of PHI will be reviewed by the Privacy Official on a case-
by-case basis to ensure that the amount of PHI requested is the minimum necessary to
achieve the purpose of the request or the disclosure. The Trust may rely on
representations that the PHI requested is the minimum necessary if the request is for a
use or disclosure permitted under the Privacy Rules and is from a public official, a
Health Care Provider, a health care clearinghouse or a professional providing services
to the Trust who is a Business Associate and who represents that the PHI requested is
the minimum necessary to perform services for the Trust.
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11.6  Entire Medical Record Set. The Trust will not use, request, or disclose the
entire medical record , except when the entire medical record is specifically justified as
the amount that is reasonably necessary to accomplish the purpose of the use,
disclosure, or request.

XII. COMPLAINTS AND MITIGATION [§ 164.530(d)]

121 Complaints. Any person may make complaints concerning the Trust’s
compliance with the Privacy Rules or this Policy. Complaints must be in writing and
directed to the Privacy Official or Privacy Contact Person. The Privacy Official will
inform the Board of Trustees of all complaints, the results of the Privacy Official’s
review and any recommended corrective action or mitigation.

12.2 Mitigation. The Trust will mitigate, to the extent practicable, any harmful
effect that is known to the Trust of a use or disclosure of PHI in violation of the Trust’s
policies and procedures or the requirements of the Privacy Rules by the Trust or a
Business Associate.

12.3 No Retaliation. The Trust will not intimidate, coerce, or retaliate against
any Individual who makes a complaint to the Trust or to DHHS, provides testimony,
assists in investigations or chooses to exercise any of the rights granted by the Privacy
Rule.

XIII. MARKETING

Neither the Trust nor its Business Associates will engage in marketing as defined
by the Privacy Rule.

XIV. IDENTITY VERIFICATION

Prior to disclosing PHI, the Trust will verify the identity of the Individual
pursuant to procedures established by the Trust Office.

XV. MISCELLANEOUS

151 Gowverning Law. This Policy shall be governed by Alaska law to the extent
not preempted.

15.2 Amendment. The Board of Trustees may amend this Policy by written
amendment.
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15.3 Interpretation. The Board of Trustees has discretion to interpret the terms
of this Policy and to handle issues not specifically addressed herein. This Policy will be
interpreted in a manner to assure compliance with the law.

Dated this day of , 2003.

Chairman Secretary
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